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TISSUE DATABASE
Overview
TIssue is a network information tracking system built on the Postgres database engine and a critical part of the Network Information and Management Infrastructure (NIMI).  TIssue’s main function is to serve as a workflow system for managing blocks of networked systems due to critical vulnerabilities, an FCIRT (Fermilab Computing Incident Reporting) incident or other inappropriate activities that are not handled by the Auto Blocker system. The Auto Blocker will institute a short-term outgoing (from the lab to the Internet) network block for nodes with suspicious activity (peer-to-peer file sharing, Skype, VoIP calls and accesses to web pages with lots of active links are some examples). With the Auto Blocker, once the suspicious activity stops, the network block will be automatically lifted after a short interval. Network blocks handled via TIssue require manual intervention to resolve the problem that necessitated the block (such as patching the critical vulnerability) and then mark the event in TIssue as remediated (fixed).1
Description of Database Entities and Attributes
The entities and attributes that make up the Tissue database are described in this section.  Not all attributes have sample data available and those that are defined by a hyphen (-) require further investigation.

Table:  ab_issues
The ab_issues table captures data from the auto block detector.
	Attribute
	Definition
	Sample Data

	issue_id
	Issue record ID number
	

	first_issue_id
	First issue ID number
	

	router
	Router name
	

	action
	Action taken
	

	actiontime
	Date and time action began
	

	expiretime
	Date and time action completed
	

	ipaddr
	IP address
	

	domainname
	Domain name
	

	alertdetector
	-
	

	origin
	-
	

	actionreason
	Reason action was taken
	

	issue_code
	Issue code
	

	cycle
	-
	

	firstdetection
	Date and time issue was first detected
	

	lastdetection
	Date and time issue was last detected
	

	currentdetection
	-
	

	firstfile
	-
	

	excessiveprctime
	-
	

	filecount
	File count
	

	ipdestinationaddresscount
	Count of destination IP addresses
	

	ipdestinationportcount
	Count of  IP destination ports
	

	ipsourceportcount
	Count of IP source ports
	

	blockcount
	Total count of blocked hosts
	

	activeblockcount
	Count of active blocked hosts
	

	detectioncount
	Count of detections
	

	watchcount
	Count of watches
	

	flowsin
	-
	

	flowsout
	-
	

	dnsmetric
	-
	


Table:  ab_reports
The ab_reports table provides report data about the auto block detector.

	Attribute
	Definition
	Sample Data

	issue_id
	Issue record ID number
	

	inbound
	-
	

	remote_ip
	Remote IP address
	

	flow_id
	Flow ID
	

	flows
	-
	

	dns_name
	DNS Name
	


Table:  baseline_issues
The baseline_issues table captures data from the baseline detector.

	Attribute
	Definition
	Sample Data

	issue_id
	Issue record ID number
	1

	issue_code
	Issue code
	8001       

	source_code
	Source code
	SMS         

	ip_address
	IP address
	131.225.82.178

	time_found
	Date and time issue was found
	2009-02-05 08:55:01

	comment
	Description comment
	Testing new Baseline Detector


Table:  block_exceptionlist
This block_exceptionlist table lists CIDR IP address blocks that are exempted from network blocking.

	Attribute
	Definition
	Sample Data

	ip
	CIDR IP address
	131.225.0.0/16

	blockable_flag
	Flag that indicates if this address can be blocked from the network
	t

	comment
	Description comment
	Whole Fermilab


Table:  block_method_mapping
The block_method_mapping table maps block method codes to CIDR IP addresses.

	Attribute
	Definition
	Sample Data

	ip
	CIDR IP address
	131.225.163.0/24

	block_method_code
	Code identifying blocking method on this address
	W                 

	comment
	Description comment
	D0 Wireless


Table:  block_methods
The block_methods table lists the block methods and their associated codes.

	Attribute
	Definition
	Sample Data

	block_method_code
	Block method code
	W

	block_method
	Block method
	Wism


Table:  blockproof_macaddr
This blockproof_macaddr lists the MAC address of host machines that are exempted from network blocking.
	Attribute
	Definition
	Sample Data

	mac_address
	MAC address
	00:30:48:75:62:65

	comment
	Description comment
	131.225.12.193 fsf-keyhole


Table:  bro_details
The bro_details table captures and stores packet information from network traffic.  It is currently used for testing only.
	Attribute
	Definition
	Sample Data

	issue_id
	Issue record ID number
	

	start_time
	Start time
	

	duration
	Duration
	

	orig_ip
	Origination IP address
	

	resp_ip
	-
	

	orig_name
	Origin name
	

	resp_name
	-
	

	service
	Service
	

	orig_port
	Origination port
	

	resp_port
	-
	

	trans
	-
	

	orig_size
	-
	

	resp_size
	-
	

	state
	State
	

	comment
	Description comment
	



Table:  bro_issues
The bro_issues table captures data from the big brother detector.  It is currently used for testing only.

	Attribute
	Definition
	Sample Data

	issue_id
	Issue record ID number
	

	event_id
	Event ID
	

	issue_code
	Issue code
	

	source_code
	Source code
	

	ip_address
	IP address
	

	time_found
	Date and time issue was found
	

	comment
	Description comment
	



Table:  flow_type
The flow_type table captures network flow information.

	Attribute
	Definition
	Sample Data

	flow_id
	Record ID number
	

	sourceport
	Source network port
	

	destport
	Destination network port
	

	protocol
	Network protocol
	

	bytes
	Number of bytes
	

	packets
	Number of packets
	


Table:  net_issue
The net_issue table captures data from the net detector.
	Attribute
	Definition
	Sample Data

	ip_address
	Affected IP address
	131.225.130.221

	nodename
	Name of node
	bdrfitblt.fnal.gov

	mac_address
	Host MAC address
	00:08:74:44:da:a5

	problem_code
	Problem code
	UR           

	contact
	Contact person for host
	Joseph E. Dey,  

	observed
	Date and time issue was observed
	2006-03-01 14:43:48.871392

	email
	Contact email address
	dey@fnal.gov,       

	issue_id
	Issue ID
	26999

	comments
	Description comment
	


Table:  protocols
The protocols table lists information and data describing network protocols.

	Attribute
	Definition
	Sample Data

	proto_id
	Protocol record ID number
	0

	name
	Name of protocol
	HOPOPT

	description
	Description of protocol
	IPv6 Hop-by-Hop Option   

	reference
	Internet Engineering Task Force request for comments memo number
	[RFC1883]


Table:  vs_bugtraq_codes
The vs_bugtraq_codes captures bug tracking information from the vulnerability scanner.

	Attribute
	Definition
	Sample Data

	issue_code
	Issue code
	15970

	bugtraq_code
	Bug tracking code
	11763


Table:  vs_cve_codes
The vs_cve_codes table captures common vulnerability and exposure information from the vulnerability scanner.
	Attribute
	Definition
	Sample Data

	issue_code
	Issue code
	15970

	cve_code
	Common vulnerabilities and exposures code
	CAN-2004-0567


Table:  vs_issue_codes
The vs_issue_codes table list issue codes for the vulnerability scanner.

	Attribute
	Definition
	Sample Data

	issue_code
	Issue code
	10092

	version
	Version number
	1.23


Table:  vs_issues

The vs_issues table captures data from the vulnerability scan detector.
	Attribute
	Definition
	Sample Data

	issue_id
	Issue record ID number
	1

	issue_code
	Issue code
	Virus59    

	source_code
	Source code
	VS          

	ip_address
	IP address of affected host
	131.225.13.33

	time_found
	Date and time issue was discovered
	2005-01-28 13:20:00

	os_version
	Version of host OS
	Linux      

	comment
	Description comment
	comment


Table:  wf_action_codes
The wf_action_codes table describes work flow action codes.

	Attribute
	Definition
	Sample Data

	action_code
	Action code
	I

	action_descr
	Description of action
	Ignore


Table:  wf_blocking_type
The wf_blocking_type table describes the different blocking types.

	Attribute
	Definition
	Sample Data

	type
	Blocking type
	AUTO   

	description
	Description of blocking type
	Auto blocker

	priority
	Priority
	10


Table:  wf_contacts
The wf_contacts store contact information for host machines that had issues tracked by TIssue.
	Attribute
	Definition
	Sample Data

	contact_id
	Contact record ID number
	57577

	machine_id
	Host machine ID number
	21073

	first_name
	First name
	ROMAN      

	last_name
	Last name
	POESCHL   

	Fermi_id
	Fermilab ID number
	13624V   

	email_address
	Email address
	poeschl@lal.in2p3.fr

	affiliation
	Affiliation
	

	organization
	Organization
	UNKN         

	contact_type
	Type of contact
	PM        


Table:  wf_event_log
The table wf_event_log logs events captured by TIssue.
	Attribute
	Definition
	Sample Data

	log_entry_id
	Log entry ID number
	267949

	event_id
	Event record ID number
	21482

	event_log_code
	Event log code
	RPT            

	event_log_text
	Description of event
	Repeat detection for IP=131.225.178.96

	Method log entry was entered
	vscan-proxy(RA)
	

	Date and time event occurred
	2009-03-09 14:45:05.687563
	


Table:  wf_events
The table wf_events captures event/issue information generated by TIssue.
	Attribute
	Definition
	Sample Data

	event_id
	Event record ID number
	18376

	source_name
	Source name
	

	detector_ref_id
	Detector reference ID
	168580

	issue_code
	Issue code
	6000       

	source_code
	Source code
	RA          

	machine_id
	Machine ID
	20865

	status
	Status
	Closed

	ip_address
	IP address
	131.225.110.109

	time_found
	Time found
	2008-08-14 05:23:41

	block_after
	Block after
	

	creator
	Creator of entry
	vscan-proxy(RA)

	message
	Message
	

	email_sent
	Date and time email was sent
	2008-08-14 05:24:39.071924


Table:  wf_issue_actions
The wf_issue_actions table captures the actions TIssue took in response to an issue.

	Attribute
	Definition
	Sample Data

	issue_code
	Issue code
	15897      

	source_code
	Source code
	VS          

	action_code
	Action code
	RC          

	severity_code
	Severity code
	C             

	fcirt_approval
	FCIRT approval
	f              

	block_delay
	Block delay
	24

	email_reminder
	Email reminder
	

	close_timeout
	Close timeout
	

	no_email
	No email
	f        

	email_cc_list
	Email CC list
	


Table:  wf_issue_descriptions
The wf_issue_descriptions detail and describe work flow actions.

	Attribute
	Definition
	Sample Data

	issue_code
	Issue code
	10144      

	source_class
	Source class
	vscan        

	short_short_name
	Short short name
	MSSQL Exposed    

	short_name
	Short name
	MSSQL Exposed Critical Vulnerability

	long_name
	Long name
	MSSQL is open to the Internet

	description
	Description
	MSSQL services (default: TCP/1433 & UDP/1434 OR any other TCP port configured) may not permit open access to the general Internet. All installations of MSSQL Server and MSDE must implement host based controls to limit network access to only the desired source addresses requiring remote use of the MSSQL service.<BR>

	action_code
	Action code
	RC          

	severity_code
	Severity code
	C             

	fcirt_approval
	FCIRT approval
	f              

	block_delay
	Block delay
	0

	email_reminder
	Email reminder
	2     

	close_timeout
	Close timeout
	30

	no_email
	No email
	f

	email_cc_list
	Email CC list
	


Table:  wf_machine_log
The wf_machine_log table captures and logs information for each machine scanned into Tissue.

	Attribute
	Definition
	Sample Data

	log_entry_id
	Log entry record ID number
	14940

	machine_id
	Machine ID
	20715

	log_code
	Log code
	STS:BP

	log_text
	Log text
	whack-a-mole

	entered_by
	Data entered by
	vscan-proxy(VS)

	timestamp
	Time stamp
	2008-07-30 11:24:22.143957


Table:  wf_machines
The wf_machines table captures identifiable information for host machines tracked by Tissue.

	Attribute
	Definition
	Sample Data

	machine_id
	Machine record ID number
	21206

	node_name
	Name of node
	TDTC118   

	mac_address
	MAC address
	00:e0:c5:63:c3:b3

	admin_name
	Name of system administrator
	JAMES HAMMER

	email_address
	Email address
	jchammer@fnal.gov

	affiliation
	Affiliation
	TD          

	extension
	Extension
	

	miscomp_system_id
	MISCOMP system ID
	245474

	address_type
	IP address type
	static       

	ip_address
	IP address
	131.225.38.161

	created
	Date and time record was created
	2008-09-16 15:14:06.823254

	block_status
	Block status
	U            

	block_immediately
	Block immediately
	f                 

	block_type
	Blocking type
	

	how_blocked
	How blocked
	

	request_id
	Request ID
	


Table:  wf_net_addr_blocking_mode
The wf_net_addr_blocking_mode stores the blocking mode for a given subnet and is used for testing purposes.

	Attribute
	Definition
	Sample Data

	net_address
	CIDR net address
	131.225.0.0/24

	type
	Type
	TEST

	coomment
	Description comment
	


Table:  wf_severity_codes
The table wf_severity_codes table maps severity codes to their descriptions.
	Attribute
	Definition
	Sample Data

	severity_code
	Severity code
	W

	severity_descr
	Severity description
	Warning

	email_from
	Email from field
	

	email_cc
	Email CC
	


Table:  wf_source_classes
The table wf_source_classes stores source class categorization of TIssue events.

	Attribute
	Definition
	Sample Data

	source_class
	Source class
	vscan

	source_class_descr
	Description of source class
	Vulnerability Scanner

	eligible_for_manual
	Eligible for manual
	


Table:  wf_source_codes
The table wf_source_codes stores source code categorization of Tissue events.

	Attribute
	Definition
	Sample Data

	source_code
	Source code
	AB

	source_descr
	Source description
	

	boiler_text
	Boiler text
	

	source_class
	Source class
	ab


Controls

Database users are pre-defined and access is granted to the TIssue application via KCA certificates and the 

ZOPE security structure.
Risk 

A malfunctioning or non-working system (i.e.  primary servers, errant detector, etc.) has the potential to allow devices on the network that should not be allowed, and/or block devices that should be allowed.
Stakeholders  

· Fermi Lab employees, users, and visitors are given limited access for reviewing data as vulnerability is detected. 

· The networking group are owners of metadata for Systems and Networks as detected by the scanner forms. 

Appendix
Figure A – Tissue Entity Relationship Diagram
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